Annual Checklist — Trade Secrets. CRAI

This list is provided for review of several elements related to maintaining C A'_ _'ON
ownership of corporate confidential information which may rise to the nature of b §

a “trade secret.” While not extensive, it addresses common issues. For a robust
review, please contact us.
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Is confidentiality of business information clearly communicated to employees
and contractors? Awareness is key to enforcement of corporate policies to
maintain the secrecy of information which provides a business advantage.

Is the confidential information clearly marked as “Confidential,” such as by a title block, watermark,
or other indicator? Clear markings inform employees, contractors, other recipients and, if necessary,
the judge and jury. The lack of indicators can weigh against arguments of its asserted value.

Does each employee and contractor have a confidentiality agreement commensurate with their access?
Steps by the business to protect the trade secret are key. A confidentiality agreement provides an
acknowledgement of the obligations owed and the nature of the materials in question.

If needed, is a non-compete in place? If access is provided to confidential information, reasonable
precautions may often be imposed to ensure a former employee or contractor does not leverage that
information, particularly with a competitor.

Does the employee handbook cover confidentiality? An employee handbook can be helpful evidence
of the awareness of trade secrets, the business’s actions to safeguard, and the expectations on
employees. A written acknowledgement of tender and review of the handbook by the employee may
be beneficial in any enforcement action.

Has an annual employee meeting been held to address? Like a handbook, an annual meeting of
employees, with a recorded sign-in sheet, to address trade secret protection is helpful to establish the
business has taken reasonable steps to protect the trade secret.

Are protocols in place and enforced to ensure information stays confidential? The business should be
able to point to the actions undertaken to protect the secrecy of its confidential information as its value
is lost under public disclosure.

Are employees incentivized to provide Information Disclosure Forms detailing new inventions so
management can determine which ones should be evaluated? Timely review can maximize potential
patent applications and identify trade secrets owned by the business.

Are exit interviews conducted with each employee being reminded of their duty of confidentiality? A
final review to ensure surrender of all confidentiality information accessed, to identify any trade
secrets not otherwise reduce to writing, and to revisit confidentiality obligations can reduce challenges
in competition or in court.

This article is for informational purposes only and does not constitute legal advice. For questions related
to the actions mentioned above, please contact Jim Hudson, Bill Jensen, or a member of Crain
Caton’s Intellectual Property Law Practice Group or Kym Stuart, or a member of Crain
Caton’s Employment & Labor Practice Group.
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